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LAN-520 AESP Installation Guide
1.0 Basic LAN Device Setup

The following are basic setup steps for the LAN-520 AESP. Some settings may not apply
to every application.

NOTE: The LAN-520 AESP is an updated version of Keri’s LAN-520X device. If you are
using the new NC-485X Network Converter with the LAN-520, you must use the LAN-
520 AESP module (or the existing LAN-520X module). The original NC-485 Network
Converter is NOT compatible with the new LAN-520 AESP (or the existing LAN-520X
module).

NOTE: To set up the LAN-520, you MUST have technical knowledge of general net-
working in a PC environment. Please have a network administrator on site to
resolve any special networking issues that might occur during device programming.
Network topologies and strategies will vary.

RJ-45 Power Cycle Switch
Connector P \
[ ]
[ 4 Status LEDs
< 10/100 Ethernet/MAC Port

LAN-520 AESP

i

2 L Address

T Z Label

L Resel to Factory Default Jumper

Figure 1: The LAN-520 AESP Unit.
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2.0 Installing the LAN-520 AESP to a PXL-500

1. Power down the PXL-500 master controller.
On the master PXL-500 remove jumpers from JP6 and JP7.
3. Insert the LAN-520 AESP into the TB13 port of the PXL-500. Orient the unit as

shown in Figure 3.

n

NOTE: Mounting screws are supplied to secure the LAN-520 AESP to the PXL. The
PXL will have to be removed from its enclosure to do this.

Screw
Ethernet
LAN PCB Connector

Split Washer

Connection

Spacer Pins

PXL PCB

|

Screw

Figure 2: LAN-520 Anchoring to PXL PCB

4. Connect the RJ-45 port on the LAN-520 AESP to the network via a patch cable, or

directly to the PC using a cross-over cable.
5. Power-up the PXL-500 (if this is a new PXL controller, a ram reset is required).
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Figure 3: Installing the LAN-520 AESP on a PXL-500 Controller

3.0

Installing the LAN-520 to an EntraGuard Unit

Support for the LAN-520 unit on the Entraguard begins with PCB 23217-001 Rev. E.
Earlier units cannot support a LAN-520 unit.

1.
2.
3.

Power down the Entraguard master controller.
On the Entraguard PCB, remove jumpers from J11, J19, and J20.
Insert the LAN-520X into J7 on the Entraguard. Orient the LAN unit as shown in Fig-

ure 2.

NOTE: Mounting screws are supplied to secure the LAN-520 to the Entraguard
unit. The Entraguard PCB will have to be removed from its enclosure to do this.

Connect the RJ-45 port on the LAN-520 to the network or directly to the host PC

via a cross-over cable.
Power up the Entraguard unit (if this is a new Entraguard panel, or a master con-

troller from a Doors32 conversion then a RAM reset is required).
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Figure 4: Installing the LAN-520 AESP on an Entraguard
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4.0 Assigning the IP Address

The LAN-520 AESP has DHCP enabled by default. So when the LAN-520 AESP module is
connected to a DHCP network it will automatically be assigned an IP address. The quick-
est way to find out the assigned IP address is to install and run a third-party utility called
Lantronix Device Installer.

NOTE: If the LAN-520 AESP is NOT assigned a DHCP address it will instead be set to a
default IP address. (This address will display as long as the host PC and the LAN-520
device are on the same physical network).

4.1 Downloading Lantronix Device Installer

If you do not have an installation DVD you can download the device installer program
from the Lantronix website:

1. In a web browser address bar, enter www.lantronix.com.
2. From the home page, click on Products and Services >> Management Software.

LANTRONIX

Products & Services  loT Solutions  Support N

loT Building Blocks
loT Gateways bt Software

IT Infrastructure Mgmt

Management Software JiCE‘S age, e
Utilitie

Software

Professional Services Software

Product Index agement Lantroni
- ronfianr

3. Next Click on Utilities.
4. Then click on Device Installer.
5. Click on the link to 'Download the latest version of Device Installer'.
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6. Select the 1.3MB file if there WILL be an internet connection at the host PC where
it will be installed.
7. Select the 123MB file if there is NOT an internet connection on the host PC.

L atest version of Devicelnstaller

What is the latest version of Devicelnstaller?

The current version of Devicelnstaller is 4.4.0.4. Click on the FTP or HTTP link in the table below to
nload the Setup application and Release Notes

Product
iF Lid vl ki)

Product

8. You will need to unzip the downloaded file.

NOTE: The above information is correct at the time of writing. If the Lantronix website
has subsequently changed, go to a search engine and type in the text string: 'Lantronix
Device Installer' and you should see a link to the download page.

Device Installer | Lantronix

https://www_lantronix.com > Products «

The Lantronix Devicelnstaller is a Windows-based GUI application that provides an easy way to
install and configure specific Lantronix device server products.
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4.2 Installing Lantronix Device Installer

1. Explore the contents of the installation disk and locate the folder named ‘Lan-
tronix Device Installer'. If the program was downloaded, explore the contents of
the unzipped file’.

2. Double-click the setup file.

Windows (C:) » d_net » Lantronix » Devicelnstaller-4404-54 w | D Search De
Mame Date modified Type
|=] Release 20/06/2017 11:24 Text Docurnent
,: setup_di_xB6xbdcd_4.4.0.4 20/06/2017 11:24 Application
P PR

File description: Installer for Devicelnstaller 4.4.0.4
Company: Lantrenix Inc.

File version: 1.0.0.0

Date created: 30/03,/2017 12:23

Size: 123 MB

3. You should see a notification window informing you that .NET Framework and
Device installer are both required - along with the respective version numbers.

4. Click Install to proceed.

5. Place check marks in each of the options displayed below:

<7 Devicelnstaller Installer o | @ 2R

In order to install Devicelnstaller you must first install these
components:

[v] Microsoft .NET Framework 4.0 (x86 x64)
v Devicelnstaller 4.4.0.0 (x64) English

T

Windows 7 SP1 (x64) E | C""“’-‘l

6. Click the install button and the .NET Framework 4 Client Profile will install.
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10.

11.

12.

13.

#. Microsoft NET Framework 4 Setup o | =] 8
Installation Progress N
Please wait while the .NET Framework is being installed. Microsolr

File security verification:

All files were verified successfully.

Installation progress:

Installing .NET Framework 4 Client Profile

If |

Click Finish once installation is complete.

The Lantronix Device Installer Setup Wizard will start automatically.

Click Next on the Welcome page.

The Installation Folder page displays the default location where the program will
be installed. You can click Browse to locate and select a different location.

Click Next, then Next again to start installing Device Installer. Installation of this
program should take no longer than a minute.

Once installation is complete you can locate the application via; Start >> All Pro-
grams >> Lantronix >> Device Installer 4.4 >> Device Installer.

Right-click the Device Installer application file and select Send to — Desktop (create
shortcut).
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. Lantron
. Devicelnstaller 4.4
| 7] Devicelnstaller Help

[

Hd -
i” Devicelnsta™ e =
& Release.bat —
i SRS,
J; MadCap Software Troubleshoot compatibility 1

Criraiier; AP Lihedoln =
Crmapn

|, Maintenance Run with graphics processor ¥

. Microsoft Office T -

l. Microsoft Sibverlig il st ‘
L. Microsoft SQL Sen Send to L
. Nero

|, NVIDLA Corporatic Cut
I, ONVIF Device Mar Copy

|. Renesas Electronic — = F“_mip_'if"t '
|. Samsung Printers _J  Mail recipient

|, SharePgint LD B Skype

I Skype Properties (*  DVD RW Drive (D:) 01972-014

i Startup z & ¢ (\Wostro220-gary) (Y:)

1 Back g Users (WADMIN-PC) (Z)

| Search programs and files D ME

Be .o -]e]6 0 ¢ .

4.3 Starting the Device Installer Program

NOTE: You should contact your IT administrator if the LAN-520 AESP device is being
installed on a different subnet to the host PC.

1. The Device Installer icon will be found on the desktop so double-click this to open
up the application.

2. When you first open the program you may see a notification that no serial port
has been detected, this is not applicable, so select ‘Do not prompt me about this’.
Then click OK.

3. Select No to the prompt to check for updates.
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4.

5.

If the LAN-520 AESP module has been connected to a DHCP router which is on the
same physical subnet as the host PC then the device should appear. It should also
show as online. The software searches for the device via its MAC address.

The device should display along with its assigned IP address. The MAC address will
begin 00-80 if it is the AESP module. The older LAN-520 modules will have a MAC
address beginning 00-20.

Even if you wish to use the IP address that has been assigned via DHCP, the LAN-
520 AESP will still need to be assigned a static IP address (otherwise the address
can still dynamically change).

= Lantronix Devacelnstaller 4.4.00

Eile Edit Yiew Device Teok Help
#- Search i) Exclude W Assign IP

gﬁ Lantronic Devices - 1 devicela) Mame Ubser Hame  Lser Group 1P Address Hardwane Address Skatis

4.4

) Wirsleas Network Connection (152.168.4.241)

£ 5 Unknewn S48 Unikrann (KR 1921684250  0080-A3538D-E2 @

Assigning a Static IP Address

Highlight the LAN-520 entry and click the Assign IP button.

ﬂ__', Assign IP | &) Upgrade
1 devilage) 155 168 £ 221 Marme User Name  UserGroup I Address Hardware Address Status
ok Connect M
bon ( dIE- - Urknown(KR) 1921684250  O00-80-A39380E2  Onine

The Assignment Method page defaults to ‘Assign a specific IP address’ so click
Next.

Enter a new static IP address or leave as is (if you are happy with the address that
was assigned by DHCP). On this page you can optionally add a gateway IP address
as well. A gateway address is not required if the PC running Doors32/Doors.NET is
on the same subnet. Click Next again.

Click the Assign button when you see IP assignment is successful.

Click Finish when you see IP assignment has successfully completed.
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4.5 Setting a Static IP Address Using Telnet (if Device Installer Software is
Unavailable)

Setting up the LAN-520 AESP via command prompt in Windows is an easy process
without the need for installing any extra software. To use this method the person con-
figuring the LAN-520 AESP must have administrative rights in order to run the required
commands and Telnet must be available in the operating system (enabling Telnet is
described in section 5.0).

NOTE: This method may also be used to recover a LAN-520 which has been previously
configured but now has an IP address which is unknown.

The information to be typed is typical, but as applications may vary, so may the pro-
cedure.

Two basic commands are used in this method: ARP and Telnet. Information to be typed
is displayed in bold.

1. Open a command prompt:
- (Enter CMD in the Windows search field)
- Press Enter.
- This will open up a Command Prompt (DOS) window.
2. Atthe prompt, At the prompt, type the following to make a Telnet connection to
the LAN-520 AESP1:

NOTE: Address Resolution Protocol (ARP) is the standard method for finding a host's
hardware address when only its network layer address is known. For more info on the
usage of arp type ARP/? at the command prompt and press ENTER.

arp -s <LAN-520 IP address> <LAN-520 MAC address> <Enter>
Example: C:\>arp -s 174.120.9.115 00-20-4A-24-89-67

arp —a <kEnter>

telnet <LAN-520 IP address> 1 <Enter>
Example: C:\>telnet 174.120.9.115 1 <Enter>
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NOTE: A Telnet “Connection Failed” screen appears. This is normal.

telnet <LAN-520 IP address> 9999 <Enter><Enter>
(The Enter button must be pressed twice within 5 seconds).
Example: C:\>telnet 192.168.100.250 9999 <Enter><Enter>

NOTE: The ARP command does not report when this command is completed suc-
cessfully. However, if it has been

done incorrectly, an error will occur. To verify the contents of the ARP table type arp -a
and press ENTER. The MAC

address should be paired with the IP address to be assigned.
The following menu appears:
Change Setup:

0 Server

1 Channel 1

2 Channel 2

5 Expert

6 Security

7 Defaults

8 Exit without save

9 Save and exit Your choice?

Select option #7:

7 Defaults <enter> This will set communications settings to the defaults which are the
recommended channel 1 settings.

NOTE: This will not reset the IP or subnet settings in the unit.

0 Server <enter>
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IP Address: Enter the IP address in segments then press enter.

This will replace the numbers in parenthesis
Example: 192.168.100.103 would be entered as:

192<enter>168<enter>100<enter>103<enter>

Set Gateway: Gateway will only be needed if you intend to communicate with another
subnet.

Enter “Y” then enter address if needed as done with IP ADDRESS in the prior step, oth-
erwise type “N” and

proceed to next step.

NetMask: Number of Bits for Host Part: This number is a calculation of the subnet
mask.
Most common are: 255.255.255.0 =8 & 255.255.0.0=16

NOTE: See Section 7.0 for a description of how to calculate the number of bits.

9 - (Press 9 to save and exit) <enter>

5.0 Enabling Telnet Client in Windows 7 or 10

If you try to make a telnet connection to the LAN-520 but you see the following mes-
sage: ‘telnet is not recognized as an internal or external command, operable program
or batch file’ then Telnet will need to be enabled. Telnet Client is disabled by default on
a Windows 7 operating system.

Perform the following steps to enable Telnet in Windows 7 or 10:

e From the Windows start menu go to Control Panel >> Programs and Features.
e From the program list, select Turn Windows Features on or off.

e From the Windows features list locate Telnet Client.

o Place a check-mark against Telnet Client.
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LAN-520 AESP

“1 Windows Features - O
14

Turn Windows features on or off

Remote Differential Compression APl Support
RIP Listener

Simple Metwork Management Protocol (SMMP)
Sirmple TCPIP services (i.e. echo, daytime etc)
5MB 1.0/CIFS File Sharing Support

TFTP Enl

Windows |dentity Foundation 3.3
Windows Powershell 2.0

Windows Process Activation Service
Windows Subsystemn for Linux (Beta)
Windowes TIFF IFilter

+

+ o+

A0 OOREOOOE

To turn a feature on, select its checkbox. To turn a feature off, clear its
checkbo. A filled box means that only part of the feature is turned on.

Cancel

®

o

6.0 Set the Doors.NET IP Settings

Following are the steps required to add a new PXL-500 master controller to the system
and then assigning the LAN-520 AESP IP address to the controller. It assumes you

already have the PXL gateway added and online.

1. Loginto Doors.NET.
2. Go to Setup >>Hardware Setup >> All.

3. Click the PXL gateway, then click on the Add PXL icon.

=)

Auto | Add[y  Add
Config | PXL | EntraGuard
PXL Series

Enter a description for the new controller.

Next, select Communication Channels.

©® N Uk

Select the specific model from the drop-down list.
Click Accept and the new PXL master controller will appear in the hardware tree.

From the ribbon bar, click on 'Network' communication channel.
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9.
10.
11.
12.
13.
14.

15.

1 # '\--
Serial | Network | Modem

Communication Channels

Metwork

Select the new channel from the hardware tree.

Enable the channel via its properties on the right (set it from False to True).
Enter a new description for the channel, then save.

Select the new PXL from the hardware tree.

Assign the new communication channel via its properties on the right.

Once you have selected the network communication channel you will be able to
enter the IP address (the IP address which has been set to the LAN-520 AESP).

e L L L L LR LT e R P

Communication Settings
Communications Channel LAN1
IP Address 192,163 4 §EI
Port Number LY =|:
Anti-Passhack

Save your controller settings and within 10-20 seconds the new controller should
come online.

Location Message Detail

& A &

Mew Controller 1 Controller System Reset

Mew Controller 1 Controller Warm Reset

Mew Controller 1 Controller Reset, Memory Cleared

Mew Controller 1 _ 3 pending events
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7.0 Verify Communication By Performing a Telnet Session to Port 10001
This will test the default port used by Doors.NET to communicate to the device.

The telnet command is preferred over the ping command in testing communications
because the telnet command will give a specific response from the device, whereas the
ping command may give a response from a different device (if there is a duplicate IP
address on the network).

e Ina command prompt window type in, telnet [IP address] 10001 then enter.

o If successful a blank screen and a blinking cursor will appear. The link LED (bottom
green LED) will blink on and off on the LAN-520 AESP indicating that port 10001 is
open. Close the command prompt window and the link LED should stop blinking.

o If telnetis unable to connect, then review the settings. If the settings are correct
then contact a network administrator to verify the needed ports are available.
Some operating systems and hardware, such as routers and firewalls are set to
block ports. Ensure these firewalls have ports 10001, 10021, and 9999, open for
communication with the Doors32 or Doors.NET software.

NOTE: If you are able to telnet into port 9999 in the command prompt but not to
10001, it is very likely that the ports required by Doors.NET are blocked and will require
that a Network Administrator address the issue so a successful telnet session to port
10001 may take place.
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8.0  Calculating Netmask: Number of Bits for Host Part

During the configuration of the LAN-520 AESP's TCP/IP address it will be necessary to
add the subnet mask in number of host bits. The following is one way of calculating the
host bits in a subnet.

A Decimal to Binary conversion of 255 will be all 1’s (11111111) and a 0 will equal 8 0’s
(00000000).

If there are two 0’s in the subnet (255.255.0.0) there will be 16 Os so the host part will
be 16.

To calculate a subnet like 255.255.255.248, open the Windows Calculator
Click on View > Scientific

Dec (Decimal) will already be selected

Type in the last segment (248) of the IP address.

Calculator

— PROGRAMMER
HEX F8
|DE: gma
ocT 370
BIN 11111000
QWORD Ms

Figure 5: Windows Calculator - Decimal

o Select Bin (Binary) and the binary conversion will take place.
o The Os will represent the number of available bits. This number is the Number of
Bits for Host Part (248 =11111000 = 3). Number of Bits for Host Part is 3.
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Calculator

— PROGRAMMER
1111 1000
HEX F&
DEC 248
OCT 370
BIN 1111 1000
QWORD M5

Figure 6: Windows Calculator - Binary

9.0 LAN-520 AESP Factory Reset Procedure
Perform the following steps to reset the LAN unit to its factory default settings:

o Power the unit OFF

Place a jumper across the Factory Default Jumper pins
Power the the unit ON — this resets the LAN unit

Power the unit OFF

Remove the jumper from the Factory Default Jumper pins
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10.0 Set the Doors32 IP Settings

IMPORTANT NOTE: Doors32 is now an obsolete Keri Systems product and is also not
compatible with any Windows operating system beyond Windows 7.

NOTE: Entering the Remote Site Port Number only applies to Doors32 systems at ver-
sion 5.20 or earlier. In these older versions of the Doors32 software the Remote Site
Port Number had a default value of 0. This value needs to be changed to 10001 for
proper communication with the LAN-520.

In Doors32 navigate to the Setup > System window.

Click the Network Config tab.

Click the TCP/IP Port radio button.

In the Remote Site TCP/IP Address: text field, enter the LAN-520 AESP assigned IP
address. (1)

5. Enter 10001 in the Server’s Ethernet Port Number. (2)

= S

Port: Metwork, Pararneters:
£ COM1 Server's Ethernet Port Mumber: FIM Murnber:
f COM 2 | 21| 0
" COM 3
" COM 4 Remate Site TCPAP Address: Remate Site Port Mumnber:
& TCRAP ! 192.168.4150 | 10001

o ]

[ TCPAP Encryption On

6. Click Save.
7. Close and re-open Doors32 to apply the new setting.
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11.0 Enabling AES Encryption in Doors32
NOTE: The encryption feature is currently NOT supported in the Doors.NET software.

1. Log into the Doors32 software and go to Setup >> System or click the closed grey
door icon from the toolbar.

2. Go to the Network Configuration tab and select TCP/IP as the communication
method.

3. Enter the LAN-520 AESP IP address in the 'Remote Site TCP/IP Address' field.

4. Place a checkmark against 'TCP/IP Encryption On'.

5. The TCP/IP Encryption key will automatically be generated and displayed.

6. Click save to commit the settings.

7. After saving changes to the Network Config page, the application needs to be
restarted for the communication changes to completely take effect.

Part: Metwork, Parameters:
© COM1 Server's Ethernet Port Mumber: PIN Murnber:
(" COM 2 | w021 | 0
" COM 3
" COM 4 Remate Site TCPAIP &ddress: Remate Site Port Nurmber:
* TCPAP | | 10001
[v TCPAP Encryption On Chanae Encryption K.ey

TCF/IP Encryption Key:

1653 46DE 1EDY 4EE3 BE35 ACDC DECY FOOD
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NOTES:

e The new LAN-520 AESP units start with the MAC address of 00-80.

o Keri recommends setting a static IP address to the module using Device Installer. If
the DHCP address changes then Doors32 or Doors.NET will no longer be able to
connect to the LAN-520 AESP.

e The original NC-485 module is NOT compatible with the LAN-520 AESP or the LAN-
520X. Only the NC-485X is compatible with these modules.

e To setup a LAN-520 AESP module you must have technical knowledge of general
networking in a PC environment. Please have a network administrator on site to
resolve any special networking issues that might be encountered during device
setup and programming. Network topologies and strategies will vary.

o |f the LAN-520 AESP is connected to a network that isn’t DHCP enabled, the mod-
ule will set itself to an IP address in the range of 169.254.XX. XX with a netmask of
255.255.0.0

o Keep in mind that although the Device Installer is capable of finding LAN-520
devices on a local LAN even if they are on different subnets, routers and firewall
settings can prevent the application from finding them.

o If you are able to telnet into port 9999 in the command prompt but not to 10001,
it is very likely that the ports required by Doors32/Doors.NET are blocked and will
require that a Network Administrator address the issue so a successful telnet ses-
sion to port 10001 may take place.

e To support AESP Encryption you must first have Doors32 version 5.20 (or greater)
installed and the PXL master controller firmware must at least be at version 8.4.43
(or greater).

o The LAN-520 AESP port device must be installed on the master PXL (controller #1
in the network).

e If you are using Doors32 v5.42 the Remote Site Port Number will be set to the cor-
rect value of 10001, by default. Other versions of Doors32 will require you to enter
this value (see section 5 - Set the Doors32 IP Settings)
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12.0 Contact Keri Systems

Keri USA

Keri UK, Ireland, Europe

2305 Bering Drive. San Jose, CA. 95131

Unit 17, Park Farm Industrial Estate, Ermine Street,
Buntingford, Herts, SG9 9AZ UK

Telephone: (800) 260-5265 (408) 435-8400

Telephone: + 44 (0) 1763 273 243

Fax: (408) 577-1792

Fax: + 44 (0) 1763 274 106

Web: www.kerisys.com

Web: www.kerisystems.co.uk

E-mail: sales@kerisys.com tech-
support@kerisys.com

E-mail: sales@kerisystems.co.uk
tech-support@kerisystems.co.uk

end of document
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